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1. lTosicuuTeILHAA 3aNIHCKA

1.1. lleap 1 3224y JTUCHUILIHHBI

Llenv oucyunaunel: MOTyYEHUE OCHOBHBIX 3HAHMN 00 MCIOJB30BAaHUU KPUIITOTpaPUUECKUX Me-
TOJIOB JUIS 3alUTHl MH(OPMAIMK NIPH €€ XpaHEHUH, 00paboTKe M JUCTAHIIMOHHOHN Mepenade IJeK-

TPOHHBIX JaHHBIX.

3aoauu oucyunaunel: OBIAJICHUE CTYACHTAMH OCHOBHBIMH MOHATUSMH, MAaTEMaTHUYECKUMH MO-
JeNISIMU ¥ METOJaMH COBPEMEHHOM KpunTorpaduu, yMeHue CTyIeHTaMu: peliaTh TUIIOBbIE KPUIITO-
rpadudeckue 3a1aun; paboTarh co CHeNUaIbHON MaTeMaTHUECKON TUTepaTypoil, UCIIOIb30BaTh Ma-
TEMaTUYECKHUM anmapar Ajs pelieHusl MPUKIAJIHbIX KpUunTorpaguueckux 3aaad 3alluThl HHPOpMa-
IIUM B PA3JIMYHBIX Chepax YeTOBEUECKON JAeATEIbHOCTH.

1.2. ®opMupyemMble KOMIIETEHIINH, COOTHECEHHBbIE C IVIAHMPYEMbIMH pe3yJbTaTaMH 00Y-

YCHHUSA IO JUCHUIIJIMHE

Komnerenuus NHaukaTopbl KOMIETEHIH T PesyabTaThl 00y4eHus1
(Kox 1 HaMMEHOBa- (Koa 1 HAMMEHOBAHUE)
HHE)
YK-2 YK-2.1
Cnocoben  ompene- | CiocoOeH NPUMEHATh COOTBETCTBY- VYMeTh: pemaTe TUIOBBIE KpUII-
JATH Kpyr 3ajad B | IOUIMM MaTeMaTHYeCKUH ammapar Ul | Torpaduueckue 3ajadd 3aluThl WH-
paMKax  TOCTaBJIEH- | peleHHs MPo(hecCHOHANBHBIX 3a/1a4 ¢bopmanuu;

HOM 11U ¥ BBIOUPATh
OIITHMAJILHBIC CIIOCO-
OBl WX pelIeHUus, WUC-
X048 W3 JEUCTBYIO-
IIMX MPABOBBIX HOPM,
UMEIOIIUXCSA  pecyp-
COB U OIpaHUYEHUN

YK-2.2

CnocobeH uCIoNb30BaTh 3HAHUSA O
BaXHEHIIUX HOpMax, WHCTUTYTaxX U
OTpacysix AEHCTBYIOLIETO POCCUHCKO-
ro mpaBa JAJs ONpENeNICHUs Kpyra 3a-
a4 U OIITUMAJIbHBIX CII0CO00B UX pe-
HICHUS

Bnagers: HaBBIKAMH HUCHOJB30-
BaHUSI MOJIOKEHUN CTAaHIapTOB B 00-
nactu CK3U npu paspabotke, Ha-
CTPOMKE M 3KCIUTyaTalUH

OIIK-9

CnocobeH MpUMEHSITh
CpelCTBa KPUITOrpa-
dbuyeckol W TEXHU-
YECKOM 3allluThl WH-
dbopmaruu a1 pere-
HUs 3amad  npodec-
CHOHAIBHON IeATENb-
HOCTH

OIIK-9.1

3HaeT OCHOBHBIC TOHATUS W 3aJa4yd
Kpunrorpaduu, MaTeMaTH4eCKue Mo-
JeTH  KPUNTOrpapHuYecKuX CHCTEM;
CHOCOOBI U CPEACTBA 3aIUTHI HHOP-
Maluy OT YTECUKH I10 TEXHUYECKUM
KaHajaM U KOHTPOJis 3((HEeKTUBHOCTH
3alIUThl HTHOOPMAIHH

3HaTh: MaTEeMaTUUCCKHE MOJIC-
JM KOJAWPOBAHUS cHUCTeM HH(popma-
IUU; CIOCOOBI M CPEICTBA 3aIlUTHI
MH(OPMALIMK OT YTEYKH IO TEXHH-
YECKUM KaHajaM ¥ KOHTPoJs Y dek-
TUBHOCTH 3aIIUTHI HH()OPMAIHN

OIIK-9.2

YMeeT NpUMEHATh MaTeMaTHYECKHE
Mojaean 1 onieHku crorkoctn CK3U
M HWCIIOJIh30BaTh B aBTOMATHU3MPOBAH-
HBIX CHUCTEMax; MOJIb30BaThCsl HOpMa-
TUBHBIMH JOKyMEHTAaMH B 00JacTh
TEXHUUYECKOH 3aIUThI HHpOpMAIHH

YMeTh: NPUMEHATh TEOPETHYE-
cKkHe 3HaHus npu pazpaborke OPJI;
MPUMEHATh HMH(OPMAIIMOHHBIE TEX-
HOJIOTHHU JUIsl TIOMCKa W 00paboTKH
uHpOpMalMY; TPUMEHATh MareMa-
THYECKHE MOJENH I OLIEHKU CTOM-
koctu CK3U

OIIK-9.3

Brmageer MeromamMm M cpeacTBaMu
KpUNTOrpapuyeckod M TEXHUYECKOM
3aLUThl UH(OpMALUU

Bmagers: HaBBIKAMHM  MOHMCKa
HY)XHOH WH(MOpMAIMu B HOPMATHB-
HBIX 0a3axX M UCTOYHHKAX; HaBLIKAMU
SKCIUTyaTallid KPUITOIpapUISCKUX




MPOTOKOJIOB M CXEM, IOJYYHBIIUX
IIMPOKOEe MPUMEHEHHE B KadecTBe
WHCTPYMEHTApUs B CHUCTEMax OJJICK-
TPOHHBIX JIaTeKed U CUCTEM DJIEK-
TPOHHOT'O JIOKYMEHTO000pOTa

1.3. MecTo AcOMIIMHBI B CTPYKTYPe OCHOBHOI 00pa30BaTeJIbHOM IPOrPaMMBbI

Jucuunnuza «MeTonbl U cpeAcTBa KpUNTOrpapuuecKor 3aluThl HH(OOPMALIUN» OTHOCUTCS K
00s13aTeNIbHON YacTH OJI0Ka AUCIUILINH y4eOHOTO MJIaHa.

2. CTpyKTYypa AUCHHUILIMHBI

OO61mmas TpyA0eMKOCTh AUCHHUIUIHMHBI COCTaBISAET 3 3a4eTHhIE equHuUIbl, 108 yacos

CTpyKTypa IMCUMIIMHBI 1JIs1 04HOH opMbl 00y4eHust

O6bem aucIUIIuHBL B (hopMe KOHTAKTHOM paboThl 00yJaromUXCs ¢ MeAarornaecKuMu padboT-
HUKaMu ¥ (WJIM) JAIAMHU, TPUBJICKAEMbIMU K peai3alud 00pa3oBaTebHON MPOrpaMMbl Ha WHBIX
YCIIOBHSX, TIPH MIPOBEICHUH YICOHBIX 3aHSATHIA:

Cemectp | Tum yueOHBIX 3aHATHN KommuectBo
4acoB
6 Jlekuuu 28
6 IIpakTHYeCcKHe 3aHITHUS 32
Bcero: 60

O0beM TUCHUILTUHEL B (hopMe caMOCTOATENbHON paboThl 00YYaloNIMXCcs cocTapnsieT 48 axa-
JIEMHUYECKHUX YacoB.

3. Coaep:xkanue TUCHUINIMHBI

Ne | HammenoBaHue pasjesia JMCIHU- Coaepxanue
IJIMHBI
1 BBenenue B 1M CHUIINHY OO6mwme moaoKeHusI KpUNTOJOTUH. ba3zoBbie KpuI-

Torpaduyeckre TepMUHBI, IIOHATHS U ONIPEICTICHHS.
Knaccuyeckasi 1 MaTeMaTHUECKasi KPUIITOTpa-

¢us. CTOMKOCTh KpUnTOrpapuueckux cxem (He-
(hopmasibHOE BBEICHHE).

2 Hcropus kpunrorpadpuu Opa nonayuyHoit kpuntorpapun. [ludpp «Cruransy,
uudpst Lesaps, [lonubus, Tpuremus, Kapaano,
ITopTsl, Bukenepa, 6ombioii u mansiit mugp Ha-
nojeoHa. Popmbl BUBAHTUHWCKON TaHOIKCH.
HpeBHepycckue muppsl «Ilepmckas azdykar,
«IIpoctas u myapas nutopes», « PHOTh 1 XBHOTHY,
«Yronkw», «Tapabapmunay». [lIndp Beprnama.
HIudposansusie MmamuHb! «Lorenz» n «Enigmay.

3 ba3oBble kpunrorpagpuueckue Kpunrocucremsl ¢ CEKPETHBIM KIIFOUOM, aTaKh Ha
MeTO/bI M CXeMbl KPUNITOrpagu- | KpUNITOCUCTEMBI C CEKPETHBIM KitouoM. Kpunrocu-
YecKoM 3aluThl HHGoOpMaAUKn CTEMBI C OTKPBITBIM KJIFOUOM, OTKPBITOE pacmpeie-

nenue kimoueit Judppu-Xennmmana, aTaku Ha KpUII-
TOCUCTEMBI C OTKPBIThIM KJIKOYOM. TeopeTnueckas 1
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MpaKTUYECKasi CTOMKOCTh KpUNTOCHCTEM. CXEMBI
aNIeKTpOHHOU noamucu. Kpunrtorpadudecku cToi-
KHe xX31I-QyHKIUH. MeToIbl MOUCKa KOJUTU3UH.
DNEeMEHTHI TEOPUH BBIYMCIUTEIBHOMN CI0KHOCTH.
OpnocroponHue GyHKUIUU U PYHKIIHH C CEKPETOM.
IIceBnocnyualinble reHepaTopsl. IHTepakTUBHBIE
CUCTEMBI JI0KAa3aTEIbCTB U UHTEPAKTUBHBIE CUCTE-
MBI JI0Ka3aTeNbCTB C HYJIEBBIM pasriameHueM. Cxe-
MBI C COKPBITUEM CBHJIETEIIBLCTBA U C HEPA3IUUUMBI-
MU CBUAETENLCTBAMU. CXEMBI BEPOSITHOCTHOTO
mudpoBaHUsL.

Pa3HoBugHOCTH CX€M 371eKTpOHHOMN noanucu. Cxe-
MbI KOH(puIeHIanbHO noAanucu. CXeMbl rpynmno-
Bo# nmoanucHu. Cxembl MyabTUIIOANHCH. CXEMBI 3a-
TeMHEHHOU noAanucu. Cxemsl MOANUCH JJI1 UHTEI-
JEKTyaJIbHbIX KapToueK. CxeMbl IOUCH BUIA
«o(d-naitn/oH-naitHy. (1,f)-MIOPOTOBBIE CXEMBI TIOT-
nucu. [Iponenyps! apouTpaska B cXxemax 3JeKTPOH-
Hou noanucH. [IpakTuueckne cxemMbl UHTEPAKTUB-
HOW ayTeHTH(UKaUH.

Kpunrorpagpuuyeckue nporokoJisl

OCHOBBI TCOPUH KPUMITOTPAPUIECCKUX TTPOTOKOJIOB.
CBoiicTBa 1 OCHOBHBIE TTapaMeTpbl KpUNTorpadu-
YEeCKUX MPOTOKOJIOB. Kimaccudukarusi OCHOBHBIX
BUJIOB aTaK Ha KpUnTorpaduueckue mpoTOKOIBI.
[IpoTtokonsl ayrenTuduKanuu. TpedoBaHus K Mpo-
ToKoJIaM ayTeHTudukanuu. [laponbHas ayreHTHH-
Karus (IPOTOKOJIBI ¢ (PUKCUPOBAHHBIMU TAPOJISIMH,
MIPOTOKOJIBI C OTHOPA30BLIMH MapoiisiMu). [IpoToko-
JIbI TUTIA «3aMPOC — OTBET» (OJHOCTOPOHHSISI Ay TEeH-
TU(dUKaIKsI, OCHOBAHHAs HA METKE BPEMEHHU, OJTHO-
CTOPOHHSS ayTCHTU(DHUKAIIHS ¢ UCTIOJIb30BAHUEM
CIIy4alHBIX YUCEN, POTOKOJIbI C UCIIOJIb30BAHUEM
ACUMMETPUYHBIX KPUIITOCUCTEM, IPOTOKOJIBI C UC-
M0JIb30BAHHUEM AJIEKTPOHHOU noanucH). [IpoTokosr
ayTeHTU(UKAIINHA, OCHOBAHHBIC HA MCTIOIH30BAHUHI
MHTEPAKTUBHBIX CUCTEM JOKA3aTEIbCTB C HYJIEBBIM
pasriamieHrueM 3HaHUs.

[IpoTokomsl pactipeaenenus kiarodeit. Chepsl mpu-
MEHEHHsI POTOKOJIOB PacHpeieNICHUs KIIFOUEeH.
Krnaccudukanus npoToKoIoB pacipeeaeHus KIo-
yei. [IpoToKOIbI, OCHOBaHHBIE HA KPUIITOCUCTEMAX
C cekpeTHbIM KiIto4oM. [IpoTokoiibl pacnipenenenus
KJIFOU€H, OCHOBAaHHBIX Ha KPUIITOCUCTEMAX C OTKPHI-
TBIM KIIFOUOM.

[TpoTokoibl 00pa30BaHus 3aNUIIICHHBIX KAHATIOB
nepeaadn JaHHbIX. OCHOBHBIE UCIIOJIb3yEMbIE Ha
MPAKTUKE METOJIbl OPraHU3allNK 3aIIUIIECHHBIX Ka-
HAJIOB TIepeiauu JaHHBIX. [ HOpuaHBIe CXeMBI M-
poanwsi. [IpoToKOIIBI, OTHOBPEMEHHO 00ecreunBa-
fo1ue KOHPUASHINATbHOCTh U Ay TEHTUYHOCTD UH-
dhopmanuu.

bankoBckue kpunrorpapuieckie npoToKONIbI.
DJIEKTPOHHBIE MOHETHI M MIEPEBOJIMMBIE JIEKTPOH-
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HBIE MOHETBI. DJICKTPOHHBIA OyMaKHUK. DJIEKTPOH-
HBIE TUIATEXKU.

[IpoTokoibl KOH(PHIEHIIUATBHBIX BHIYUCICHUN U
KOH(UICHITNATLHOTO BBIYUCIICHUS (DYHKITUH.

5 HopmaTuBHBIE aKkThbl, perjamMen- | @enepanbubie 3akoHbl «O0 nHGOpMaruu, uaHGOp-

THpYIOLIINeE 1esiITeIbHOCTH B 00- MAaIlMOHHBIX TEXHOJOTHIX U O 3aluTe UH-(hopma-
JIACTH KpUNTorpaguyeckou 3a- uuny», «O MepcoHaNBHBIX JAHHBIX», «O0 3JIEKTPOH-
U THI HHGOPMALIUT HOM noanucu», «O TEXHUYECKOM PETYIUPOBAHUI.

[TocranoBnenue [IpaButenscrBa Poccuiickoi de-
neparuu ot 23 ceHtsaops 2002 romga Ne691 «O06
YTBEPKICHUH MTOJIOKCHHUIA O JTUIICH3UPOBAHUN
OTJIENbHBIX BUJIOB I€ATEILHOCTH, CBSI3aHHBIX C
m(poBaTbHBIME (KPUITOTPAPUIECKIMH) CPE-
ctBamuy». [lonoxkenue o pazpaboTke, MPOU3BOJICTBE,
peaM3aIy U YKCIUTyaTaIliy MU(POBATEHBIX
(kpunTorpaduuECKHX) CPEICTB 3aIUTHI HH(DOpMa-
uuu (ITonoxenue [1K3-2005), ytB. Ilpukazom qu-
pextropa ®Cb Poccun ot 09 depans 2005 roga
Ne66.

OteuectBennble (kpuntorpadudeckue) 'OCTHI:
I'OCT 28147-89, T'OCT P 34.10-2012, TOCT P
34.11-2012, TOCT P 34.12-2015 u I'OCT P 34.13-

2015.

6 CpeacTBa u ycJIyru B 00J1acTu Opranuzaiuu, OCyIIeCTBISIONMNE AeATEILHOCTh B
Kpunrorpagpu4eckoi 3anuThl 001acTH KpunTorpapuuecKoi 3auuTel nHpopma-
nHpOpMALMH, IPeACTABJEHHbIE | IUH.

Ha 0TE€YEeCTBEHHOM PBIHKE JIuneiika nponykros «Kpunrollpo». JInneiika npo-

nykToB «SecretDisk». 3anunieHHbIii a00OHEHTCKUN
MIYHKT cUCTeMBI «ATiac» (nznenue M-468P). Peme-
Hus OI'VIT «HTL «Atnac» mo co3manuio 3amiu-
meHHbIX (10 knacca AK3) aBTomMaTu3npoBaHHBIX
cucteM Ha maropme Maiikpocopt. CK3U
«Kpunto B/l». [Ipyrue npoayKTsl U yciayru B o0na-
CTH KpUINITOTrpapuuecKon 3aluThl HHPOPMaIUH.

4. O0pa3oBaTesibHbIE TEXHOJIOTHH

[Ipu peanuzanuu padoueil mporpaMmMbl IUCHUIUIMHBL «Kpunrorpadguueckre MeTonbl 3allUThI
UH(POPMALIMK» UCTIONB3YIOTCS CIeAyIoIre 00pa3oBaTeIbHbIE TEXHOJIOTUH:

Ne N Oo0pa3zoBaTenbHbIC
HanMmeHoBaHue TeMbI Buabl yueOHbIX 3aHATHIH

n/n TEXHOJIOTHH

1 (2 3 4

1 |BBenenue B qUCUUILUIMHY Jlexnusg 1.1 TpaguuroHHas ¢ UCIIOIb30Ba-
Jlexuus 1.2 HUEM IIPE3ECHTAlAN
CamocTosTenpHas padora IToaroroBka K 3aHSITHSIM C HC-

nons3oBanueM DbC
2 |HMcTopus xpunrorpadhumn Jlexmus 2.1 Jlekumsi-nqucKyccust




Ne . Oo0pa3zoBaTenbHbIC
HanMmeHnoBaHue TeMbI Buabl yueOHbIX 3aHATHH
n/n TeXHOJIOTHH
Jleknusa 2.2 TectupoBanue
[IpakTuueckoe 3andarue 1. 3aHATHS C UCTIOJIB30BAHUEM CIIE-
uuanuszupoBannoro 10 — S-
Tools
CamocrositensHas padoTta TloaroroBka K 3aHATHAM C HUC-
nosibzoBanueM DbC
3 |ba3zoBsie kpunrorpaduye- Jlexknus 3.1 Jleknus-nuckyccus
CKHE€ METOJbl U cXeMbl Kpunl- |Jlekmus 3.2 TectupoBanue
Torpadu4ecKoi 3aluThl UH-
bopmarmu [IpakTuueckoe
3aHATHE 2. 3aHATHUSA C UCIIOJIB30BAHUEM CIIE-
nuanusupoBanHoro [10 —
Masker
CamocrositenpHas pabora
[ToaroroBka K 3aHATHSIM C UC-
nosib3oBanueM DbC
4  |Kpunrorpaduueckue nporo- |Jlekmus 4.1 [TpobneMHuas nexiwms
KOJIBbI Jlexuus 4.2 TpaguuroHHas C UCIIOIB30Ba-
Jlexnusa 4.3 HUEM Mpe3eHTAIuH
TectupoBanue
[IpakTuyeckue
3aHATUSA 3. 3aHATHUS C UCTIOJIB30BAHUEM CIIe-
nuanusupoBanHoro 110 — Ver-
aCrypt
CamocTtosaTenbHas paborta
IloaroroBka x 3aHATHAM C HUC-
noJsib3oBaHueM ObC
5 |HopmaruBHsble akThl, perna- |Jlexnus 5.1 Jlexuus ¢ pazdopom
MEHTHUPYIOLIHE Jlexnusa 5.2 KOHKPETHBIX CUTYaIUl
JeSITENIbHOCTh B 00J1aCTH Jlexuus 5.3 TectupoBanue
Kpunrorpaduueckoi
3aIuThl HHGOPMAITIT [IpakTuueckoe
3aHsTue 4. 3aHATHA C UCTIOJIB30BAHUEM CIIe-
nuanuzupoBanHoro 10 —
Kpunro-ITpo
CamocrositenpHas padora
[ToaroroBka K 3aHATHSIM C UC-
noJsp3oBanueM IbC
6 |CpexnctBa u ycinyru Jlexuus 6.1 Jleknus-nuckyccus
B oOyiactu kpunrorpadguue- |Jlexmus 6.2 TectupoBanue
CKOI1 3amUThI HH(OpPMALIHH,
npeAcTaBieHHbIC Ha oTede- |[IpakTuyeckoe
CTBEHHOM DBIHKE 3aHsTHE 5. 3aHATHA C UCTIOIB30BAHUEM CTIe-

CamocrosTensHas pa60Ta

nuanuzupoBannoro 10 —
Kpunro-IIpo

[ToaroroBka K 3aHATHUSIM C HC-
noJsib3oBaHueM DbC
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5. Ouenka nIaHUpPyeMbIX Pe3yJbTATOB 00yUYeHUs

5.1. CucTeMa oeHUBAHUSA

®opMa KOHTPOJIS Makc. K0J1M4ecTBO 0aJ1JI0B
3a ogny padory Bcero
Tekymuii KOHTPOJIb:
- mecmuposanue (memwvt 2-6) 2 bannos 10 6annos
- npakmuyeckue 3a0anus (memul 2-3) 10 6annos 20 6annos
- npakxmuyeckue 3a0anus (memol 4-6) 10 bannos 30 6annos
[TpomerxyTouHas aTTecTamnms - 3a4eT 40 6annos
(Omeemul na 6onpocwi)
HToro 3a cemecTp 100 b6annos

[Tomy4yeHHBIN COBOKYITHBIN pe3ysIbTaT KOHBEPTUPYETCS B TPAJAULIMOHHYIO LKAy OLICHOK M B LKAy
onieHoK EBpormeiickoli cuctemsl nepeHoca u HakoruieHust kpenutoB (EuropeanCreditTransferSystem;
nanee — ECTS) B cooTBeTCTBHHM € TaOIHIICH:

100-6aumpHas mkana | TpaaumuoHHas MIKaiga Ixana ECTS
95 —-100 A

2394 OTJIHNYHO B

68 — 82 XOPOIIIO 3a4TCHO C

56 —67 D

50 55 YAOBJICTBOPUTEIIBHO B

20-49 FX

0_19 HEYJIOBJICTBOPUTEIBHO HE 3a4TEHO v

5.2. Kpurepum BbICTaBJIEHUS] OLEHKHU 10 IUCIUIIINHE

Banael/
HIxana
ECTS

OueHka mo

AUCHHUIIJINHE

KpnTepnn OICHKH pe3y/ibTaTOB 06yqemm o AMCUMIIJINHE

100-83/
AB

3a4TCHO

BricraBnsiercst oOygaromieMycsi, €Clid OH TITyOOKO ¥ TPOYHO YCBOMII TEOPETUUCCKHUI U
NPaKTUYSCKUIl MaTepHall, MOXKET IPOAEMOHCTPHPOBATH 3TO Ha 3aHATHUSX U B XOJIE
POMEKYTOYHOM aTTeCTalHy.

OOyJatommiicst ICUSPIBIBAIONIE U JIOTHIECKH CTPOHHO M3JIaraeT yueOHBIH MaTepuan,
yYMeeT YBS3bIBATh TEOPHIO C IIPAKTHKOM, CIPABISIETCS ¢ pelIeHHeM 33/1a4 Ipodeccro-
HaJIbHOH HANPaBJICHHOCTH BEICOKOTO YPOBHS CJIO)KHOCTH, IIPABUIIBHO OOOCHOBBIBAET
NIPUHATHIE PELLICHHUS.

CB00OIHO OpPUEHTHUPYETCS B yueOHOM U MPodecCHOHATLHOI JInTepaType.

OreHka Mo JUCLUIUIMHE BBICTABISIIOTCA 00yJaromeMycs ¢ y4€TOM pe3ynbTaToB TeKy-
el ¥ MPOMEeXXyTOYHOM aTTecTaluH.

Kommereniyu, 3akperui€éHHbIE 3a TUCIUILTHHONW, c(hOPMHUPOBAHEI HA YPOBHE — «BBICO-
KUY,

82-68/ 3a4TE€HO

BricTaBnsercs 00y4aromeMycsi, €CJIM OH 3HACT TCOPETUICSCKUHN U MPAKTUICCKUN Ma-
TepHuall, TPaMOTHO U 110 CYLIECTBY U3JIaraeT ero Ha 3aHATHUAX U B X0JIe IPOMEXKYTOU-
HOM aTTecTaliu, He J0NyCKasi CyLIECTBEHHBIX HETOUHOCTEH.

OOy4atomuiics: IPAaBIIIBHO MTPUMEHSIET TEOPETUICCKUE TTOJIOKEHUS TIPH PEIICHUN
MPAKTHIECKUX 3219 MPOoeCCHOHATHHOMN HAIPaBICHHOCTH PAa3HOTO YPOBHS CIIOKHO-
CTH, BIIaJiceT HEOOXOUMBIMH ISl 3TOTO HABBIKAMU M MTPHEMaMH.

JlocTaTo4HO XOpOIIO OPUEHTHPYETCs B yueOHOH 1 podecCHOHANBHOI TuTeparype.
OreHKa 1o JUCIUIUIMHE BBICTABIISIOTCS 00yJaromeMycsl ¢ y9€TOM Pe3yIbTaToOB TEKY-
el ¥ TPOMEKYTOUHON aTTeCTalllH.

Komnereniyu, 3akperyIéHHbIC 33 TUCIUILIMHOM, COPMHUPOBAHBI HA YPOBHE — «XOPO-
LIUNY.

67-50/
D.E

3a4TCHO

BricTaBnsercs o6yqa}0meMyc51, €CJI OH 3HAET Ha 0a30BOM YpOBHE TeOpeTI/I‘IeCKI/Iﬁ u
HpaKTI/I‘leCKI/Iﬁ Marepuall, J10IMyCKacT OTACIbHLIC OLIHOKH Ipu €ro U3JI0)KCHUM Ha 3a-
HATUAX U B XO0I€ HpOMe)KyTO‘lHOfI aTTCCTAllH.

O6yqafou_[m71c;{ HUCIIBITEIBACT OHDC,I[GJ'IéHHLIC 3aTPYAHCHHUA B IPUMEHCHUU TCOPETHUYC-
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Baibl/ Onenka no Kpurepuu oueHku pe3yjbTaToB 00y4eHHs 110 JUCHHUILIMHE

HIkaJjga | AUCHUILITIMHE

ECTS
CKHUX TOJIOXKCHHUH MPH PEIICHUH MPAKTHIECKUX 33]1a4 IPO(eCCHOHATBHOM HApaBJICH-
HOCTH CTaHJapPTHOTO YPOBHS CIIOKHOCTH, BJIaJieeT HEOOXOAUMBIMH JIJIsl 3TOro 6a30-
BBIMH HABBIKAMHU U IPUEMAMH.
JleMOHCTpHpYET TOCTATOYHBIN YPOBCHb 3HAHUS YUCOHOM TUTEPaTyPhI IO AUCITUTLTHHE.
O1ieHKa 0 JUCIUILINHE BRICTABIISIOTCS 00yJaroIeMycsi C YIETOM Pe3yJIbTaTOB TEKY-
el 1 MPOMEXYTOYHOH aTTecTaluu.
Komnerentmn, 3akperI€HHbIC 32 TUCIUIUINHOMN, C(OPMHUPOBAHBI HA YPOBHE — «JI0CTa-
TOYHBIIY.

49-0/ HE 3a4TEHO BricTaBnsiercss 00y4aromeMycsi, €CIIi OH He 3HaeT Ha 0a30BOM yPOBHE TEOPETHUECKHUIT

F,FX 1 TIPaKTUYECKUI MaTepual, IOIyCKaeT IpyOble OMMOKH MPH €r0 M3I0KEHUH Ha 3aHs-

THSAX U B XOJIe POMEKYTOYHOH aTTeCTaIlHH.

OOyuaronmiics HCIBITBIBAET CEPhE3HBIE 3aTPYIHEHUS B IPIMEHEHHH TEOPETUIECKUX
MOJI0)KEHHUH TIPH PEIICHUH PAKTUYECKHUX 3a/1a4 MPoheCcCUOHAIbHON HAIIPaBICHHOCTH
CTaH/IapTHOTO YPOBHS CII0KHOCTH, HE BJIaJieeT HEOOXOIUMBIMU ISl 3TOT'0 HaBBIKAMH U

npuémMamu.

el 1 MPOMEXYTOYHOH aTTecTaluu.

MHPOBAHBbI.

Z[eMOHCTpI/IpyeT (bpaFMeHTapHBIe 3HaHUA yqe6H0171 JIATEPATYPHI 10 JUCHUIIIIUHE.
OHCHK& 110 JUCHUITIJIMHC BBICTABJIAOTCA 06yanOIIIeMYCH C yqéTOM PE3yJIbTAaTOB TCKY-

KommereHnm Ha ypoBHE «IOCTATOUHBIIY, 3aKPETIEHHBIE 33 TUCIUILTMHON, He cdop-

5.3. OueHounble cpeacTBa (MaTepHAIBI) AJIs1 TEKYIIET0 KOHTPOJISI yCIIeBaeMOCTH, poMe-

JKYTOYHOH aTTeCTALUH 00y4AIOMIUXCH 10 AUCHUILIHHE

TUoOBBIE KOHTPOJBHBIC 3aJIaHUsI WJIM WHBIC MaTEpHAIbl, HEOOXOIUMBIC IJI OICHKH 3HAHUM,
YMEHHM, HABBIKOB U (WJIM) OMBITA IEATEIHHOCTH - IPOBEpKa c(HhOPMHUPOBAHHOCTH KommneTeHmit Y K-

2, OIIK-9

KonTpoJsbHblie 3axanns IIpoBepsiembie
KOMIIeTCHIIUH

1.KakoBbl OCHOBHBIE CBOMCTBA Kpunrorpapuieckoi cucreMsl U kpunrtorpaduue- | O ITK -9 .1,

ckoro npotokona? IlpuBenure mpumepsl mpouenyp ooMeHa cooOmieHusMu, ko- | OITK-9.2

TOpBIE SIBJISIFOTCS payHJIaMU U [IaraMH KpUIITOrpapuueCcKUX IPOTOKOJIOB.

2. B 4eM 3aKIJIFO4ArOTCSl CBOWCTBA MOJIHOTHI M KOPPEKTHOCTH MHTEPAKTUBHOIO 10- | YK-2.1,YK-2.2

Ka3aTeiabcTBa?

3. B yeM oT/IMuKMe MHTEPAKTUBHBIX CHUCTEM J0KA3aTeNIbCTBA C HyJeBbIM pasria- | YK-2.1, OIIK-

LIEHWEM 3HAaHMsI OT MHTEPAKTUBHBIX CUCTEM noka3zarenbcTBa? Coxpansercs qu | 9.2, YK-2.2

CBOMCTBO HYJIEBOTO Pa3rfallleHUs MPH MOCIeI0BATEIbHOM U NapasuieIbHOM BbI-

[IOJIHEHUH MPOTOKOJIOB?

4. Yto moHUMaeTcs TOJ KoMIpoMeranueil kpunrorpaduueckoro mporokona? | O ITK-9 .2,

[IpuBeauTe npuMepsbI: OIIK-9.3

aTaKy 10 U3BECTHBIM KIIIOUaM;

CJIOBApHOM aTaKH.

5. Nmeercs cxema oTkpsiToro mudposanus RSA. d — cexpernslit kirou yuactau- | OITK-9.2,

Ka P, € — OTKPBITHIN KITt04, COOTBETCTBYIOIIMI 3TOMY CEKPETHOMY KiItouy, n —Mo- | YK-2.1.YK-2.2

Iyns cxembl mmdpoBanus. P umeer mmdpreker C. P xouer nokazare V 3HaHUE

CEKpEeTHOro Kitoua d, HO Tak, 4ToObl V HE y3HaJl 3TOT KJIIOY, U YTOOBI OH HE CMOT

pacudpoBath kKakoi-m6o mudprekcT (B ToM ynciae u C). Kak 310 MoxxHO cre-

nate? (Ilpennoxure mMpoOTOKON MOKAa3aTENbCTBA C HYJIEBBIM pasriallicHUEM 3Ha-

HUs.) BerunciaurensHbie BO3MOKHOCTH P 1 V B mpouecce oOMeHa MOIMHOMHUAb-

HO OIpaHUYECHBI.

6. M3BectHa popmyna AHIepceHa ONpeIe/IeH s JJIMHBI IapOJis:
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S, le ! >£
2 T,
rae S— Bpemsi 6e30macHOCTH (PacKpBITHA) Mapoiis (B TEYCHHE 3TOTO0 BPEMEHHU
[1apoJib COXpPaHSET TaliHy);
T — ckopocTh BBOJA 1apoJIsl, CUMB./MUH.;
X— JIJIMHA TapoJisi, CUMB.;
N- MormHOCTh anaBuTa;
L — 4nciao BBOAUMBIX CUMBOJIOB M JIp. 3HAKOB, HEOOXOIMMBIX JIi MHUILIMAIN3A-
MY OTIO3HAHUA (MOKET OBITh OOJIBIIE IJTUHBI TTAPOJIS).
[TocTpoiiTe rpaduKku 3aBUCUMOCTH BPEeMEHHU 0€30MacCHOCTH:
a) PIN-xona;
6) mudpo-andasutHOro maposs (pycckuit anpaBur)
OT JITMHEBI TTapOoJIst IPH yCIIOBUU:
PYYHOT0 BBOJIa CUMBOJIOB Ha KiaBuatype (T=120);
aBTOMAaTU3HPOBaHHOTO MoAbopa maposneit (T=1200),
CUMTasl, 4YTO YMCIIO MOIMBITOK BBOJA MApoJisi HE OTPaHUYEHO, a JUIs BBOJA Mapois
Heo0X0IuMO HabpaTh €ro Ha KJIaBUaType U HakaTh KiaBuiry <Enter>.

OIIK-9.2, VK-
2.1, VK-2.2

7. IlpoBeauTte cpaBHEHHUE MPOTOKOJIOB ayTEeHTH()HUKAIIMN, OCHOBAHHBIX Ha JIOKa-
3aTeIbCTBaX C HyJIEBBIM pasriaiieHueM 3HaHus (Puara — [lamupa, I'uitto-Kuc-
karepa, [lIHoppa), mo ciaenyromuUM HapaMerpaMm: BbIYUCIUTEIBbHON CI0XHOCTH
MPOTOKOJA JJI JIOKA3bIBAIOLIEr0 U MPOBEPSIOLIETO, KOJUYECTBY MEPEIaBaAEMbIX
0alTOB JAaHHBIX, JOIOJIHUTEILHON NaMATH, HeoOxonumon P u V. Chenaiite BbI-
BOJ O CpaBHUTENHHON 3P(HEKTUBHOCTH MPOTOKOIOB. (HeoOxoaumbie mapameTpbl
BBIOEPHUTE CAMOCTOSTEIBHO. )

OIIK-9.2,
OIIK-9.3

8. Kak mpeobpazoBaTth mpoTokoin ayreHTrdukanuu [1IHoppa B cxemy 3JIeKTpOH-
HOU noanucu?

OIIK-9.2, VK-
2.1

9. Ilpeanonoxum, 4To K JaHHBIM, [IpeIHA3HAYEHHBIM JUIs IEpPEJaul B KaHal CBS-
34, COIJIACHO TEXHHUYECKUM YCIIOBUSM, OTIPABUTEII0 HEOOXOJUMO NPUMEHMTH!
anroput™ 6s109HOTO mHdpoBanus (UGpP CYUTATH UACATHHBIM), AITOPUTM ITOME-
XOyCTOMYMBOIO KOAMPOBAHUS, ANTOPUTM cCkaTusi. B kakoM mnopsake cienyer
IPUMEHSATH 3TH aNrOpuTMBbI U mouyeMy? Ha kakom srtame B ciaydae HEOOXOAUMO-
CTH HY’KHO CT€HEpPHUPOBATh JIEKTPOHHYIO NOANKCH oTnpaBurens? Mmeer nu 3ta
3ajada OJHO3HA4YHOE peleHne?

OIIK-9.2, VK-
2.1

10. TlosicauTe, B KakWX Cllydasx I OOeCIeUeHUs IMOMJIMHHOCTA COOOIIEHUM
HEOOXOUMO TMPHUMEHSTh 3JIEKTPOHHYIO MOAMUCH, @ B KaKUX — XAHI-QYHKIUU C
kiouoM? B ueM npeumyIiecTBa U HEIOCTATKH KaXa0ro MeToaa’?

OIlK-9.2,
OIIK-9.3

11. IlpuBenute ocHOBHBIC MoyokeHuss DenepanbHOro 3akoHa «O0 AIEKTPOHHON
noanucuy, ['OCT P 34.10-2012 u I'OCT P 34.11-2012. Pacckaxute 00 IpUHIH-
Max MCIOJIb30BAHUs, BUJIaX U CPEICTBAaX SJECKTPOHHBIX MOMAIMKCEH, 00 ynocToBe-
PAOIIMX IIEHTPaX U cepTUUKATAX KIIFOUEH MPOBEPKU FJICKTPOHHOU MTOATHICH.

OIlIK-9.1,
OIIK-9.2

IIpomexyTouHnass arrectanusi (KOHTPOJIbHbIE BONPOCHI) - MpOBepKa CHOPMUPOBAHHOCTH

komnerennu YK-2, OITK-9

KOHTpOJ’IbHLIe BOIIPOCHI

IIpoBepsiemble
KOMIIeTEHIIUH
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1. ITycts (E,D) — cxema cummerpuaHoro mudposanust, MAC — kpuntorpadu-
yeckas x3m-QyHKIus ¢ kKiodoM. [1Iycts 4 u B umerot obmue kioun: K; — s
mudpoBanus, K, — st xam-QyHkiuu. OHA XOTAT MepeiaTh COOOIICHHE M Ta-
KM 00pa3oMm, 94ToOBI OblIa oOecredeHa CeKPEeTHOCTh, METOCTHOCTh U TTOIJTHH-
HOCTb cooOuieHus. VM mpeiokeHbl claeylone crnocoObl BRIMOIHEHUS MPO-
TOKOJIA!

a) M MAC (&, (m ));

2
o Eltuac, o )Jasac, (o)
By, 1, 4)

n) ' , tne A — uaeHtudukatop ormnpaButens (B pacmudpoBbIBaeT
MUQPTEKCT U MPOBEPSET, YTO BTOPAs YaCTh OTKPHITOIO TEKCTa COBIAAAET C
UICHTU(HUKATOPOM OTIIPABUTEIISA).

s xaxxmoro crocoba o0bsACHUTE, OOeCTieunBaeT i OH TpeOyeMble CBOMCTBA
(cexpeTHOCTH, LETOCTHOCTH, MOATUHHOCTH)? Kakue u3 3Tux crnocoboB mpen-
noututenbHee? Kakue He npuroHsl uid ucnoiib3oBanusa? [Touemy?

OIIK-9.2, VK-

2.1,VYK-2.2

2. HazoBute u3BectHbie Bam pesxumbl paboThl OJ0YHBIX MIM(POB, MO3BOJISIO-
e 00eCIIeynTh:

TOJIEKO CEKPETHOCTh COOOIIECHUH;

TOJBKO IMOJJIMHHOCTH COOOIIEHH;

OJIHOBPEMEHHO CEKPETHOCTh U MOJTTHHHOCTh COOOIIEHUIA.

Kakue M3 3TUX PEKUMOB CUHTAIOTCS JIYYIIMMH 110 COOTHOIICHUIO «CTOM-
KOCTB/CKOPOCTh»?

OIMIK-9.1
OIIK-9.2

2

3. Kakue pexxumsl anroputmoB mudposanus ['OCT 28147-89 u DES npeamno-
YTHUTEJbHEE UCTIONB30BaTh s MM(POBaHUS MOJeH 0a3bl JaHHBIX aBTOMATHU3H-
pPOBaHHON OAHKOBCKOW CHCTEMBI C MHTEIUICKTYaJbHOM KapTOUKOM, coaepKa-
el CBeleHUs O KIMeHTaX (MASHTU(UKATOPBI, OTKPBITHIE KIIOYM, HOMEpa HH-
TEJUIEKTyaJIbHbIX KapTOUYeK, COCTOSHUE CcueTa, OTMETKA O BKJIIOUEHUU HHTEI-
JIEKTYaJIbHBIX KapTOUEK B CTOMN-JUCT U T.J.), AOCTYII K KOTOPOIl OCYIECTBIIsAET-
Csl B pe)KUME peaibHOro BpEMEHH, U ouemy?

OIIK-9.1
OIIK-9.2

2

4. PaccmaTpuBaeTcs cxemMa 3JICKTPOHHOM TOJITUCH C BOCCTAHOBICHHEM CO00-
mienns u3 cragaapra ISO/IEC 9796. Kakoii MmakcuManbHOU JTHHBI (B OaliTax)
MOXKET OBITh COOOIIEHHE, ecliu TpeOyeTcs, YTOOBI MOANMUCHh UMena JIUHY 512
ouToB?

OIMK-9.2
OIIK-9.3

2

5. Kakue (yHKIMU MOXKET BBIMIONHATH LIEHTP JOBEpHs B MPOTOKONAX pacIpe-
nenenus kiaouen? [puBeaure npuMepsl.

OIMK-9.2
OIIK-9.3

3

6. B yem pasHuIa MeXay MOHITHSIMH: CIOCOOBI PacHpOCTpaHEHUS KItouel u
IPOTOKOJIBI pacnpesiesieHus: KIdei?

OITK-9.1
OIIK-9.2

3

7. Onumure cxemy Jl. Homa co crnenyromuMu napameTpamMu: 0aHKHOTBI UMEIOT
pa3HOe JOCTOMHCTBO, CyMMa, OIUIayMBaeMas IpOJaBlLly, COCTaBisAeT 7 pyOiei,
MaKCHUMaJlbHasi CyMMa, OIUIadMBaeMas oKymnaresiaeM, cocTaBisieT 21 pyois.

OIITK-9.1
OIIK-9.2,

b

YK-2.1, YK-2.2

8. [IpuBenuTe MPOTOKON KOH(PUACHIIUATIHHO Pealu3yeMOi Onepalud yMHOXKe-
HUs TEPEMEHHOM Ha KOHCTAHTY C HCIIOJIb30BaHUEM (Z,71)-TIOPOTOBOM CXEMBbI
[ITamupa.

OIIK-9.2
OIIK-9.3

3
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9. llpuBenute MpuMepsl peain3aliyd CUCTEM 3AIIUIIEHHOTO AeKTpoHHOro go- | O IT K -9 .2 |
KYMEHTO000POTAa U 3aIUIIESHHON JICKTPOHHOMN TOYTHI. OIIK-9.3

10. ITpuBequTe TpUMEpPHI peaNM3allid CUCTEM JUCTAHIIMOHHOTO OaHkoBckoro | O ITK -9 .1,
00CITyKUBaHUS M CUCTEMBI IIaTeXel 1Mo 0aHKOBCKMM KaprtaM. Pacckaxure 06 | OIIK-9.2
ocHoBHEIX nTonoxkeHusax Cranmapta banka Poccun CTO BP UBBC 1.0.

IIpumepHble 3a1aHUs AJIs1 TECTHPOBAHMSA- IPOBEepPKa c()OPpMUPOBAHHOCTH KoMmeTeHnuil YK-
2,0IIK-9

1. Jomna xkao4ya anroputma DES:

a) 56 bum.
0) 48 our.

B) 512 6wr.

2. KpunrocToiikocTh — 3T0:

a) YCTOWYMBOCTD K BHEILIHUM U3JIyUYEHUSM..

0).cnocodbnocmb Kpunmozpaguyecko2o aneopumma npomueoCmoAmMb KPUNMOAHaIu3y
B) YCTOHYMBOCTD K Ae(opmMarusam.

6. YueOHO-MeTOAMYECKOE M HH(POPMALMOHHOE 0O0ecnevyeHHe TUCHMIINHBI
6.1. Ciicoxk HCTOYHUKOB M JIMTEPATyPhI

Nctounuku
OCHOBHEIC
1. ®enepanbublii 3akoH oT 27 utonst 2006 r. Nel49-03 «O06 undopmanuu, HHPOPMAITHOHHBIX
TEXHOJIOTHSIX W O 3amuTe uHbopManum». [DIeKTpoHHBIM pecypce]| : Pexum pgoctyma :
http://www.consultant.ru/document/cons_doc LAW_ 61798/, cBoboanbIit. — 3ari. ¢ 3kpaHa.
2. @epepanbubiii 3ak0H oT 27 utons 2006 r. Nel52-D3 «O nepcoHaNBHBIX JaHHBIX». [DeK-
TPOHHBIN pecypc] : Pexum JOCTyTIa :
http://www.consultant.ru/document/cons_doc LAW_ 61801/, cBo6oanbIi. — 3ari. ¢ 2KpaHa.
3. ®enepanpubiii 3akoH oT 6 ampenst 2011 r. Ne63-D3 «O0 >neKTPOHHOW MOAMUCHY. [DeK-
TPOHHBIN pecypc] : Pexnm JIOCTyTa :
http://www.consultant.ru/document/cons_doc LAW 112701/, ceoGoaHBIii. — 3ari. ¢ skpaHa.
4. @enepanbhblil 3akoH oT 27 aexadbps 2002 r. Nel84-®P3 «O TeXHUYECKOM PETyIUPOBAHUM»
[DnexTpoHHbI! pecypc] : Pexum JIOCTyna :
http://www.consultant.ru/document/cons_doc LAW 40241/, ceo6oanbIi. — 3ari. ¢ 3KpaHa.
5. Tlpuka3z ®CTIK Poccun ot 29.04.2021 r. Ne 77 [Dnextponssiit pecypc] / ®CTIOK Poccun.
— Pexxum nmoctyma : https://fstec.ru/dokumenty/vse-dokumenty/prikazy/prikaz-fstek-rossii-ot-
29-aprelya-2021-g-n-77, cBOOOAHBIN. — 3aril. ¢ FKpaHa.

JIuteparypa
OCHOBHas

1. Kynun, H. T. Kpunrorpaduueckas 3aunmra nadopmauuu: [Ipaktukym : yueOHoe nocobue /
H. T. Kynun. — Mocksa : PTY MUPOA, 2025. — 66 c. — ISBN 978-5-7339-2447-2. —
Texcr : omektponHbli // Jlawe : »nexkTpoHHO-OMOMMoTeyHass cuctema. — URL:
https://e.lanbook.com/book/493382. — Pexum noctymna: st aBTOpU3. MOJIb30BaTEINIEH.

2. Wrnatees, E. b. 3amura nndpopmanuu: kpuntoanroputMsl xemuposanus / E. b. Urnatses.
— 2-e u3na., ucnp. — Cankr-IlerepOypr : Jlans, 2024. — 264 c¢. — ISBN 978-5-507-47433-
2.— Texkcr: osnexkTpoHHbIH // Jlaub : anexTpoHHO-OMOMMOTeuHast cucrema. — URL:
https://e.lanbook.com/book/370928 — Pexxum noctyna: 11 aBTOpU3. MOJIb30BATEIEH.
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3. Pamees, C. M. Kpunrtorpadus. bezonacapie MHOTOCTOPOHHHME BBIYUCIICHHS : y4eOHOE TI0CO-
6ue nns By30B / C. M. PaneeB. — 2-e usn., ucnp. u gon. — Cankr-IlerepOypr : Jlans, 2025.
— 540 c. — ISBN 978-5-507-53156-1. — TekcT : anexTpoHHbI // JIaHb : 31€eKTpOHHO-OUO-
mnoreynast cucrema. — URL: https://e.lanbook.com/book/505598. — Pexum moctyna: amns
aBTOPH3. TIOJIb30BATEIICH.

4. Panees, C. M. Marematuyeckue MeTo bl 3amiuThl nHpopmarmu / C. M. PaneeB. — 2-e u3f.,
crep. — Cankr-IlerepOypr : Jlanp, 2023. — 544 c. — ISBN 978-5-507-47085-3. — Texcr :
9NeKTpoHHBIN //  JlaHb : 3JIEKTPOHHO-OMOIMOTeYHAs cucTtema. — URL:
https://e.lanbook.com/book/326153 — Pexxum moctyma: st aBTOpU3. TOTB30BATEIIEH.

5. Kpaxosckuii, FO. M. Mertonsl 3amutel uHGOpManuu : yueOHoe nmocobue ais By3oB / FO. M.
KpakoBckuii. — 3-e u3sn., nepepad. — Cankrt-IlerepOypr : Jlanp, 2021. — 236 c. — ISBN

978-5-8114-5632-1. — TeKcT : 31eKTpOHHBIH // JIaHb : 31eKTpOHHO-OMONINOTEeYHAs cHCTEMA.
— URL: https://e.lanbook.com/book/156401. — Pexxum goctyma: ajis aBTOpPHU3. MOJIb30Ba-
TeJen.

6. Epwmaxona, A. 10. Kpunrorpaduueckre MeToIbI 3aIUTHl HHPOpPMAIIUU : yaeOHO-METOIuYe-
ckoe nocobue / A. FO. EpmakoBa. — Mocksa : PTY MUPDA, 2021. — 172 c¢. — Teker :
3JICKTPOHHBIN // Jlanb : AIEKTPOHHO-OMOINOTEUHAS cucrema. —  URL:
https://e.lanbook.com/book/176563. — Pexwum noctymna: ajas aBTOpu3. MOJIb30BaTENEH.

6.2. [lepeuens pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKAUNOHHOM ceTH «AHTEepHeT».

Hanumonanehas anekrponnas 6ubnuoreka (HOb) www.rusneb.ru
ELibrary.ru Hayunas snexkrponnas 6ubnuoreka www.elibrary.ru
OnexTtponHas 6ubnuoreka Grebennikon.ru www.grebennikon.ru

6.3. IIpodeccuonasibHbie 0a3bl JAHHBIX H MH(POPMAIHOHHO-CIIPABOYHbIE CHCTEMbI

Joctyn k mpodeccruoHanbHbIM 0a3aM AaHHbIX: https:/liber.rsuh.ru/ru/bases

WNHdopMannoHHbIE CIPABOYHBIE CUCTEMBI:
1. Koncynsrant Ilnroc
2. Tapanr

7. MarepuajbHO-TEXHH4YECKOe o0ecnedeHne I CHUILIHHbI

Jnist obGecriedeHrst AUCHUIUTMHBI UCTIONIB3YETCS MaTepHallbHO-TEXHIUEcKas 0a3a o0pa3oBaTelb-
HOT'O YUYPEKICHHUS:

1) nns IeKUMOHHBIX 3aHATUH - yueOHas ayJUTOPHs, TOCKa, KOMIIBIOTEP HJIK HOYTOYK, TPOEK-
TOp (CTallMOHAPHBIN WU MIEPEHOCHOI) JJIsl IEMOHCTPALUHN YU€OHBIX MaTepHAIIOB.

CocTaB mporpaMMHOT0 00€CTICYCHHS:

1. Windows
2. MicrosoftOffice
3. Kaspersky Endpoint Security

2) 1ns MPAaKTUYECKUX 3aHSATUH — KOMITBIOTEPHBIM KJIACC WM JIAOOPATOpHs, JIOCKA, MPOCKTOP
(cTauMoOHApHBIN WM MEPEHOCHO), KOMIIBIOTEP WM HOYTOYK JIJIsl IPEroAaBaTess, KOMIbIOTEPbI AJIs
o0ydaromuxcs.

CocTtaB mporpaMMHOT0 00€CTIeYeHHS:
1. Windows


https://liber.rsuh.ru/ru/bases
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Microsoft Office

Kaspersky Endpoint Security

Mozilla Firefox

MicrosoftSharePoint 2010

VmwarePlayer 15.5

Process Monitor

Masker

VeraCrypt

S-Tools

Hemo-muctpudytussl CK3U «Kpunto-ITpo»

e I

— O

8. Obecneuenne 006pa3oBaTEILHOIO MPOIECCA /IS JUI ¢ OTPAHHYEHHBIMH BO3MOKHOCTSI-
MH 310POBbSI

B xoje peanuzanuyu IUCHUIUIMHBI UCIIOIB3YOTCS CIEAYIOINE TOIOJHUTENIBHbIE
METO/Ibl 00YUYEeHHMSI, TEKYIIIETO KOHTPOJIS YCIIEBAEMOCTH U IPOMEKYTOUHOM aTTecTaluu ooydaro-
IIMXCS B 3aBUCUMOCTH OT UX MHAMBHYaJbHBIX OCOOEHHOCTEH:

® Ui CETbIX U CTa00BUASIINX:

— IeKIUUA O(POPMIISIOTCS B BUAC AJIEKTPOHHOTO JOKYMEHTA, IOCTYITHOTO C IMOMOIIBIO KOMITBIO-
Tepa CO CIeNUaIN3uPOBAHHBIM MPOTPAMMHBIM 00ECIICUCHUEM;

— MMCHMEHHBIE 33JIaHUSI BBITIOJIHSIIOTCS HA KOMIIBIOTEPE CO CTICIIHAIM3UPOBAHHBIM IMPOTPAMMHBIM
obecreyeHreM, WIh MOTYT ObITh 3aMEHEHBI YCTHBIM OTBETOM;

— obecrieunBaeTCs HHANBUAYATbHOE paBHOMEpHOE ocBenieHue He meHee 300 JoKc;

— 7. BBITIOJTHEHMS 3aJaHusl TPU HEOOXOIUMOCTU TMPEAOCTABISIETCS YBEIMUMBAIOIIEE yCTPOM-
CTBO; BO3MOYKHO TaK€ MCIOJIb30BaHNE COOCTBEHHBIX YBEIMUYUBAIONIUX YCTPOMCTB;

— MUChbMEHHBIE 3aJaHusI O(OPMIISIOTCS YBEIMYCHHBIM HMIPUPTOM;

—9K3aMeH M 3a4€T MPOBOIITCS B YCTHOU (hOpME WM BBITIOJNHSIOTCA B MUChbMEHHON (hopme Ha
KOMITBIOTEPE.

® IS TIyXHX U CIa00CBIIIAIINX:

— JIeKIK 0(hOPMIISIOTCS B BUJIE JIEKTPOHHOTO TOKYMEHTa, TUOO0 MPeI0CTaBISIETCS 3BYKOYCHITH-
BalOIIIasl anmnaparypa HHAUBUAYATEHOTO MTOJIb30BAHNS;

— MUChbMEHHBIE 33J]aHHsI BHITIOHSAIOTCSA HAa KOMIIBIOTEPE B MUCEMEHHOU hopme;

— 9K3aMeH U 3a4€T MPOBOSTCS B MUChbMEHHOM (hOpMe Ha KOMIBIOTEPE; BO3MOXKHO MTPOBEICHHUE B
dbopme TecTupoBaHHs.

® IS JIWI] C HAPYIICHUSIMU OTIOPHO-/IBUTATEILHOTO amnmnapara:

— JIeKIIMKA O(pOPMITAIOTCS B BHUJE AJEKTPOHHOTO JTOKYMEHTA, TOCTYMHOTO C MOMOIIBIO KOMIIBIO-
Tepa CO CIeNHUATN3NPOBAHHBIM IPOTPAMMHBIM 00ECTICUCHUEM;

— MUChbMEHHBIE 3aJJaHHsI BHITIOJHSAIOTCS Ha KOMIIBIOTEPE CO CIEMATU3UPOBAHHBIM MPOTPAMMHBIM
o0ecIIcUCHHEM;

—9K3aMeH M 3a4€T MPOBOJIATCSA B YCTHOHM (hopMe WM BBITIONHSIOTCS B MUCHBMEHHOW (Gopme Ha
KOMITBIOTEPE.

[Tpu HEe0OXOAUMOCTH MPEeayCMATPUBACTCS YBEIUMYCHHE BPEMEHU 7Sl TIOJTOTOBKU OTBETA.

[Iponienypa npoBeeHUs MPOMEKYTOYHOM aTTECTALUU TSI O0yYAIOIINXCS YCTAaHABIMBACTCS C
y4€TOM WX WHAMBUAYAIbHBIX MCUXO0pu3ndeckux ocobeHHocteil. [IpomexyTounas arrectanus Mo-
YKET TIPOBOJUTHCS B HECKOJIBKO JTAIOB.

[Tpu mpoBegeHUH MPOIEAYPhl OLIEHUBAHUS PE3YJIbTATOB OOYYEHHs MpeayCcMaTpPUBACTCS HUC-
M0JIb30BAHNE TEXHUYECKUX CPEJCTB, HEOOXOIUMBIX B CBSI3U C UHAMBUIYAIbLHBIMA OCOOCHHOCTSIMHU
oOydaromuxcsi. OTH CpeACTBa MOTYT OBITh MPEIOCTABICHbl YHUBEPCUTETOM, HIIM MOTYT HCIOJIb30-
BaTbCsl COOCTBEHHBIE TEXHUUYECKUE CPEJICTBA.

[TpoBeneHue nporeaypsl OLIEHUBAHUS PE3yIbTATOB O0YUYEHUS IOMYCKAETCS C UCIIOJIb30BAHUEM
JTUCTAaHIIMOHHBIX 00pa30BaTEIIbHBIX TEXHOJIOTHH.
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OOGecrneunBaeTcs IOCTyN K UHPOPMAIMOHHBIM U OuOimorpadguieckum pecypcam B cetu UH-
TEpHET Ul KaX10ro odydaromierocs B popMax, aJanTUPOBAHHBIX K OTPAHUYEHUSM UX 310POBbS U
BOCTIPHSTHSL HHPOPMAITUH:

® 171 CIeNbIX U cIaboBUISAIINX:

— B IieyaTHOM popme yBeIMUeHHBIM HIpU(TOM;
— B (popMe PIIEKTPOHHOTO IOKYMEHTA;

— B ¢popMe ayauodaiina.

® I TIIyXUX U CIa0OCIbIIAIINX:

— B IIeYaTHOU (opme;

— B (popMe AIIEKTPOHHOT'O IOKYMEHTA.

® Ui 00y4aroIIKXCs C HapYLIEHUSIMHU OMOPHO-BUTATEILHOTO arnapara:
— B I1e4aTHOM (hopme;

— B (hopMe 3JIEKTPOHHOTO TIOKYMEHTA;

— B opme ayauodaiina.

VYueOHbIe ayIUTOpUN JIs1 BCEX BUIOB KOHTAKTHOM M CAMOCTOSITEIbHON pabOThI, HaydHasi Ono-
JMOTEKa U UHbIE MOMELIeHHUs U1 00yUeHHs OCHAILLIEHBI CIIEIMATbHBIM 000pY10BaHUEM U y4EOHBIMU
MECTaMH ¢ TEXHHUYECKUMU CPECTBAMU O0yUEHHUS:

® I CIENbIX U cIa0OBUISAIINX:

— YCTpPOHCTBOM 715l cKaHUpoBaHus U uTteHus ¢ kamepoit SARA CE;

— nuciuieem bpaiing PAC Mate 20;

— npuntepoM bpaitng EmBrailleViewPlus;

® I TIIyXUX U CJIA0OCIbILIAIINX:

— aBTOMATU3UPOBAHHBIM pabOYUM MECTOM JIJISl JIIOJIEH ¢ HapyLIEHHEM CyXa U ciiabocibliia-
LIIUX;

— aKyCTHYECKUN YCUIIUTEIb U KOJIOHKU;

® 1715 00YYaOLIUXCS C HApYIIEHUSIMHU OMIOPHO-/IBUTATEJILHOTO anmapara:
— TepeBIKHBIMHE, PETYIUPYEMbIMU d)proHoMuYeckuMu naptamu CU-1;
— KOMITBIOTEPHOM TEXHUKOM CO CHEMaIbHBIM IPOrPAaMMHBIM 00€CIICUEHUEM.

9. MeToagu4eckue MaTepuaJbl
9.1. [lnaHbl NIPAKTUYECKUX 3AHATHI.

IIpakTnyeckoe 3ansitue 1 (4 4aca). Ucropus kpunrorpagun. OCHOBHBIC IOJIOKECHHS
Kpunrorpagumn

Bormpocs! 11t u3yueHust 1 00CykKIeHUs:

Kpunrocunres u kpunroananu3. Kpunrorpagpuueckas cucrema (MOACUCTEMBI IU(PPOBaHMS,
WICHTU(QHUKAIMYA, UMUATO3AIUTEI, IEKTPOHHON moanucH). Kpunrorpadudeckuid mporokon. Kpumn-
Torpau4ecKuii IPUMUTHB.

Kpunroananutuk (mpoTuBHUK). KpunToaHaaIUTUK aKTUBHBIA U TACCUBHBIM.

Teoperuko-nuHpopMaMOHHAs CTOMKOCTh (COBEpIIEHHAas KpunTorpadudeckas CTOMKOCTb, 0e3-
yCIIOBHAs! CTOMKOCTb, IIEHHOHOBCKAsl CTOMKOCTD). TeopeTnko-cii0)KHOCTHAsI CTOMKOCTb.

OnexrponHas noamuchk. [udp, xirou, [Mudposanue/nemmdposanue. ludprekcr (kpumro-
rpamMMma). Kpunrorpaguueckas cucrema ¢ ceKpeTHbIM KitouoM. brnounast kpunrocucrema. [loTou-
Has kpunrocucrema. Kpunrtorpaduueckas cuctema ¢ OTKpbIThIM KitouyoM. Mimutozamura. Crerano-
rpagwusi.

Ponp 1 MecTo kpunTorpau4eckux METOJOB B 3aIIUTE COBPEMEHHBIX MH(POPMALMOHHBIX CH-
CTEM.

KoHTponbHbIE BONPOCHL:

1. OnummTe B3aUMOCBS3b KPUNTOTPpa(uu U KPUITOJIOTUU M MX OCHOBHBIX COCTABIISIOLINX JHC-
LUIUINH.

2. IlpuBenute npumepbl KPUNTOrPahUUECKUX CUCTEM C CEKPETHBIM KIIFOUOM U KpUIITOrpaduye-
CKHX CHCTEM C OTKPBITBIM KIHOYOM.
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3. Onuunte TpeOGOBaHMs, KOTOPBIE JOIKHBI OBITh IPEbABICHBI K KpUNTOrpaUUECKUM CUCTE-
MaM.

4. BoinonHuTe Kiaccu(PUKAIMIO OCHOBHBIX BUAOB aTaK KPUNTOAHAJIMTHKA (IIPOTMBHUKA) Ha
KpUNTOrpaduyeckre CUCTEMBI.

5. JlaiiTe ompeneneHusl TEOPETUUECKON M MPAKTUUYECKOW CTOMKOCTH KPUIITOTpapUuecKHX CH-
CTEM U MOSICHUTE UX PA3IUUMSL.

6. B yem omiinuune kpunrorpaduu ot creranorpaduu? Ilpusenure npumepsl.

IIpakTnyeckoe 3anaTue 2 (8 yacon). ba3oBble kpunrorpaguyeckue MeToAbl M CXeMbI
Kpunrorpaguyecko 3amuThl UHGpopManuu

Bomnpocs! 11t n3ydeHust 1 00Cy>KAeHuUs:

1. KpunrocucreMsl ¢ CEKPETHBIM KIIFOUOM, aTaKH HAa KPUITOCUCTEMBI C CEKPETHBIM KIIOUOM.
Kpunrocucremsl ¢ OTKpPBITBIM KIIFOUOM, OTKpBITOE pacmpeneneHue kimoueit Auddu-Xennmana, ata-
KM Ha KPHUIITOCUCTEMBI C OTKPBITBIM KIHOYOM. (DopMabHOE ONpPEACIICHHE TEOPETUYECKON U IMpaK-
THUYECKOM CTOMKOCTH KPUNTOTpapUUECKUX CHCTEM.

2. CxeMbl 3JIEKTPOHHOM MOANUCH. ATaKU U YTPO3bl IS CXEM 3JIEKTPOHHOM noanucH. [Ipumepst
cxeMm 3iiekTpoHHOoM noanucu: RSA, Dnb-I"amans, @uara-Lllamupa, [luoppa, FOCT P 34.10-2012.

3. Kpunrorpadgudecku cToiikue Xd3m-QyHKIIUA. METOoabl MOUCKa KOUTM3UH. MeTObl 3amuThl
oT noucka xkoyuzui. Xou-¢pyukuu P.Pusecra u MKKTT X.509.

4. DneMeHThl TEOPUH BBIYMCIUTENBHON CI0KHOCTU. OHOCTOPOHHUE (YHKIMH U (YHKIHH C
cekpetoM. IIceBnocnyyaiinbie reHepaTopsl. IHTepakTUBHBIE CUCTEMBI JOKA3aTEIbCTB U NHTEPAKTHUB-
HbI€ CUCTEMbI JJOKA3aTeJIbCTB C HYJIEBBIM pasriamieHneM. CXembl ¢ COKPBITHEM CBHUJIETENbCTBA U C
HEPA3JINYUMBIMU CBUIETEIBCTBAMHU.

5. Cxemsl BeposiTHOCTHOTO mnuppoBanusa. Cxema ['onaBaccep-Mukanu.

6. Pa3zHOBUAHOCTH cXeM 3JeKTPOHHOM noanucu. Cxembl KOHPUIEeHIMAIbHON noanucu. Cxembl
rpynnoBoit noanucu. Cxembl MyabTUIOANUCH. CXeMbl 3aTEMHEHHOHN nognucu. CXeMbl MOANHUCH JUIS
MHTEJUIEKTYaJIbHBIX KapTodek. Cxembl noanucu Buaa «odd-naiiH/oH-nain». (1,f)-moporoBbie CXeMbl
nojnucu. [Ipouenypsl apoutpaxa B cxemax 3JIEKTPOHHOM MOJIHUCH.

7. llpuknannele cxemMbl MHTEpakTUBHOW ayTeHTH(ukanuu. Cxemsl Inoppa, ®uata-Illamupa,
I'miiro-Kuckarepa.

KoHTposibHBIE BOIIPOCHL:

1. MaremMaTH4eCKH ONMUIINTE KPUOTOrpahUIECKrue CUCTEMBI C CEKPETHBIM U OTKPBITHIM KITFOUa-
MU, CXEMBI AIEKTPOHHON MOJITUCH.

2. Maiite hopmanbHbIE OMPEeNIEHUs] OTHOCTOPOHHEN (PYHKINH U (YHKIIUU C CEKPETOM.

3. Maiite hopmanmpHOE OMpeIeIICHNE TICEBAOCTYYatHOMY TeHEPaTopYy.

4. OnuimuTe CBOMCTBA MOJHOTHI, KOPPEKTHOCTU U HYJIEBOTO pa3riiallleHHsl sl UHTEPAaKTUBHBIX
CHUCTEM JI0KA3aTeNIbCTB C HYJIEBBIM pa3rilallleHuEM.

5. [Nouemy cxema uHTEepakTUBHOI ayTeHTHu(uKauuu [lIHOppa sBIEeTCS CXEMOW C COKpPHITHEM
CBUJIETENILCTBA, @ HE CUCTEMOM J0Ka3aTeNbCTBA C HYJIEBBIM pa3rialieHuem?

IIpakTuyeckoe 3ansaTue 3 (6 yacon). Kpunrorpagpuueckue mpoToKoJibl

Bormpocs! 11st u3yueHust 1 00CyKACHUS:

1. OcHOBBI TeOpHUH KPUTITOTPAPUIESCKHX TPOTOKOJIOB. CBOWCTBA M OCHOBHBIE TTapaMeTPhl KPHTI-
TOrpau4ecKiX MPOTOKOJIOB.

2. Kitaccumkanust OCHOBHBIX BHJIOB aTaK Ha KPUTITOTPAPUIESCKHE TPOTOKOIIBI.

3. [Iporokonel ayreHTHdUKauu. TpeboBaHus K MpoTokonaM ayTeHTuukauuu. [laponbHas
ayTeHTU(UKanus (IPOTOKOIBI ¢ (PUKCUPOBAHHBIMU MAPOJISIMHU, MPOTOKOJIBI C OJTHOPA3OBBIMH ITapO-
asimu). [IpoTokoIbl THIIA «3aTIPOC — OTBET» (OJHOCTOPOHHSS ayTeHTHU(UKAIHsI, OCHOBAaHHAs HA MET-
K€ BPEMEHHU, OJTHOCTOPOHHSSI ayTEHTU(PHUKALIUS C UCTIOIB30BAaHUEM CITyYaHBIX YUCEN, TPOTOKOJIBI C
UCIIOJIb30BAHUEM ACUMMETPUYHBIX KPUIITOCUCTEM, MPOTOKOJBI C HCIOJIb30BAHUEM 3JIEKTPOHHOMN
nonnucu). [IpoTokoIbl ayTeHTH(PUKAIIMN, OCHOBAHHBIC HAa MCIIOJIb30BAHUH WHTEPAKTHBHBIX CHCTEM
JI0OKa3aTeJIbCTB C HYJIEBbIM PA3rJIallIEHUEM 3HAHUS.
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4. Ilporokonbl pacnpenenenus kiatoded. Cdepbl NMPUMEHEHHs] TPOTOKOJIOB paclpeecHus
kmouel. Knaccudukanus npoTokosioB pacupezeneHus kintoueil. [IpoTokossl, OCHOBaHHbBIE HAa KPUII-
TOCHCTEMAaxX C CEKpeTHBIM KitouoM. [IpoTokoubl pacripeneneHus KiIroueld, OCHOBAaHHBIX Ha KPHIITO-
CUCTEMAX C OTKPBITHIM KJIFOUOM.

5. bankoBckue kpunrorpapuueckre IpoTOKOJbl. DIEKTPOHHBIE MOHETHI U NEPEBOIUMBIE JIEK-
TPOHHBIE MOHETBI. DJIEKTPOHHBIA OYMa)KHUK. DIIEKTPOHHBIE TIATEKH.

KoHTpoibHbIE BOIPOCHI:

1. KakoBbl OCHOBHBIE CBOMCTBA KPUNTOTPaUUEeCKON CUCTEMBl U KpUNTOTrpaduIecKoro mpoTo-
kosia? Uto Takoe mar, payH] 1 c€aHc B KpUNTOrpaduyeckoM NpoTokose?

2. B uem 3akit04yaloTCsl CBOMCTBA MOJHOTHI U KOPPEKTHOCTH MHTEPAKTUBHOIO JOKA3aTeNbCcTBa?

3. B 4eM oTInuMe MHTEPAKTUBHBIX CUCTEM JOKAa3aTEJIbCTBA C HYJIEBBIM pa3IVIalliEHUEM 3HAHUS
OT MHTEPAKTUBHBIX CHUCTEM JoKa3aTelbcTBa? CoxpaHseTcs JIn CBOMCTBO HYJIEBOTO pa3riallieHus: Ipu
NOCJIEA0BATENBHOM U MApaJIEIbHOM BBIIIOJIHEHUH TPOTOKOJIOB?

4. Yro nmoHMMaeTCcs MOJ KOMIIpOMeTaluei kpunrorpapuieckoro npotokona? [Ipuseaure npu-
MEpBHI:

aTaKH 110 U3BECTHBIM KIIHOYaM;

CJIOBapHOM aTaKu.

5. IlpoBeauTte cpaBHEHHE NMPOTOKOJIOB ayTeHTHU(UKAIMK, OCHOBAaHHBIX HA JOKa3aTeNIbCTBAX C
HyJIeBbIM pasriamienueM 3HaHus (®Puara — [amupa, ['nitto-Kuckarepa, 1Inoppa), o crneayrommm
rapamMeTpaM: BBIYUCINUTEIbHOM CII0KHOCTH MPOTOKOJIA JUISl TOKA3BIBAOLIEIO U MIPOBEPSIOLIETO, KO-
JMYECTBY IeperaBaeMbIXx OAaNTOB JAaHHBIX, JOMOJHUTEIbHOM maMATu, HeoOxomumoit P u V. Cne-
JaiiTe BBIBOJ O CpaBHUTENbHOU 3ppexTuBHOCTH MTPOTOKO0IIOB. (Heobxoaumble mapaMeTpsl BbIOEpUTE
CaMOCTOSITENILHO. )

6. Kak npeoOpa3zoBaTh npotokon aytreHTuduxanuu [lInoppa B cxemy nudposoii noamnvcu?

IIpakTuyeckoe 3ansaTue 4 (6 yacoB). HopmaTuBHbIe aKThI, perjaMeHTHPYIOLHE Jesl-
TeJBbHOCTh B 00/1aCTH KpUNTOrpadgpuyeckor 3amuTel HHPOPMaLUH

Bonpocwl onsa uzyuenus u obcysrcoenus.

1. ®enepanbublie 3akoHbl PO «O0 nHpopmaiyy, HHGOPMAIIMOHHBIX TEXHOIOTHUAX U O 3alllU-
Te nHpopmanuny», «O nepcoHaNbHBIX AAHHBIX», «O0 31eKTpOHHOMN noanucuy, «O TEXHUYECKOM pe-
T'YJIMPOBAHUM.

2. IlocranoBnenue IlpaBurensctBa Poccuiickoit ®enepanuu ot 23 centsadps 2002 roma
Ne691 «O6 yTBepKAEHNU NOJIOKEHUN O JTUIIEH3UPOBAHNUH OTIEIbHBIX BHJIOB JI€ATEIILHOCTH, CBSI3aH-
HBIX ¢ MA(POBATBHBIMH (KPHNITOTPA(QUISCKIMHI) CPEICTBAMID.

3. Ilonoxenue o pazpaboTKe, MPOU3BOJCTBE, pPEeAIM3aLUU U HKCIUTyaTallM MU(PPOBAIBHBIX
(xpunrorpadmdecknx) cpencts 3amutsl nHopmarmu (ITonoxenune I1K3-2005), yrB. [Ipukazom [Iu-
pextopa @CB Poccuu ot 09 deBpans 2005 roga Ne66.

4. OteuectBennbie (kpunrtorpadguueckue) ['OCTer: T'OCT 28147-89,'OCT P 34.10-2012
ul'OCT P 34.11-2012, 'OCT P 34.12-2015, 'OCT P 34.13-2015.

Bvinonnenue 3adanus:

B xozme mnpaktuueckoil paOoTbl MMHUTHpYETCS Mpolecc CepTUPHUKALMU M HKCIUTyaTalluH
cpenctB kpunrorpaduyeckor 3amuthl uHGopMamun (CK3U), peann3oBaHHBIX B COOTBETCTBHH
c'OCT I'OCT 28147-89,'OCT P 34.10-2012, I'OCT P 34.11-2012, I'OCT P 34.12-2015,
I'OCT P 34.13-2015 u paccmaTpuBaercsi MakeT JOKYMEHTOB, HEOOXOIUMBIA AJisi CepTU(PUKALUU U
skcrryaranuu CK3U u cobcrBenno ceptudukar coorBerctBusi CK3M HOpMaTUBHBIM TOKyMEHTaM
w/nmm TY.

Koumponvnvie onpocswi:

1. ITpuBeaute ocHoBHBIE nonoxeHust OenepanbHbix 3aKk0HOB PO «O6 nnpopmanuu, unpop-
MAaIMOHHBIX TEXHOJOTHAX U O 3amuTe HHpopManun», «O nmepcoHaTbHBIX JAHHBIX», «O0 31EKTPOH-
HOM moanucuy», «O TEXHUUECKOM PETyJIMPOBAHUN» B YACTH KpUNITOTrpaduiecKon 3amuThl HHpopma-
1107078
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2. OnuiuTe CTPYKTypy M OCHOBHBIE (DYHKIMH Y JOCTOBEPSIIOILEIO LIEHTPa B COOTBETCTBUHU
nonoxxeHussMu DenepanbHOro 3akoHa «O0 IMEKTPOHHON HOIIHCH.

3. Pacckakute 00 OCHOBHBIX TUIAX 3JEKTPOHHOM MOAMKUCH, HA3HAYEHUH, CTPYKTYPE U MOJISIX
CepTU(PHUKATOB OTKPBITHIX KJIIOUEi B COOTBETCTBUHU MOJ0XKeHUAMHU DenepanbHOro 3akona «O0 3ek-
TPOHHOM MOIITUCH.

4. OnumuTe OCHOBHBIE ATanbl cepTUdUKanyu 1 skcruryaraiun CK3U B cooTBeTCTBUM € MO-
noxenunem [1K3-2005.

5. OnumuTe OCHOBHBIE TS cepTUdukara coorBeTcTBUa Ha CK3U, peanu3zoBaHHbIE B COOT-
BETCTBUU I'OCT 28147-89,'OCT P 34.10-2012, TOCT P 34.11-2012, I'OCT P 34.12-2015,
I'OCT P 34.13-2015.

IIpakTnyeckoe 3ansitue S (8 yacos). Cpeacrea M ycjayru B odJjacTu Kpunrorpagude-
CKOH 3aIMThHI HHPOPMALNMH, PEeACTABJICHHbIE HA 0TeYeCTBEHHOM PbIHKe

Bonpocwi 0na usyyenus u obcysrcoenus:

1. Poccuiickue opraHu3anuy, OCYLIECTBIISAIOIINE EATEIbHOCTh B 00JacTH KpunTorpaduye-
CKOM 3aIUThI HH(OPMALIHH.

2. JInneiixa npoaykroB «Kpunrtollpo», nuneiika npoaykrtoB «SecretDisk», « TrueCrypt»

3. 3amumieHHbIi a0OHEHTCKUW IMYyHKT CHUCTEeMBbl «ATnacy (uznenue M-468P). Permenus
OI'VIT «HTL «ATnac» mo cozfaHuio 3aluiieHHbIX (10 kiacca AK3) aBToMaTu3upoBaHHBIX CHCTEM
Ha miatdopme Maiikpocodr.

4. CK3U «Kpunto BJ]».

5. Ipyrue npotyKTsl ¥ yCIyrd B 00JaCTH KpUNITOrpaduIecKoi 3auThl HHPOpMaIUH.

Bvinonnenue 3adanus:

B xonme mpakTuueckoil paboOThl OCYIIECTBISETCS MoiyueHHue nemo-auctpudyrtuBa CK3U
c caifta xkomnanuii «Kpuntollpo», BbINOJIHEHHE YCTAaHOBKM W peanu3alisi OCHOBHBIX (PYHKIMH
CK3H.

Konumponvnwvie 6onpochwi:

1. HazoBute ocHoBHBIC pyHKIMU cymiecTBytomux CK3U, nmpencraBieHHBIX Ha OTEYECTBEH-
HOM pbIHKE MPOAYKIUHU U YCIYT B 00JaCTH KPUNTOrpaduyecko 3aiuThl HHPOPMALIUH.

2. Kakue pynkiuu 6e3omacHocTr peanusyrores cymiectBytonumu CK3U:
obecrieyeHre KOH(PUICHIINATbHOCTH;
o0OecreyeHue 1IeJIOCTHOCTH,
ayTreHTH(UKanus HHGopMauy;
ayTeHTH()UKAIUs TTOTb30BaTEIEeH.

3. Haiitu B cetn Mutepner CK3H, He npencrasieHHble B BblleykazaHHOM crnucke CK3U,
ONMCAaTh €ro Ha3HAYEHHUE U OCHOBHBIE (DYHKIIUU.



20

[Tpunoxenue 1. AHHOTAaUS
pabodeii mporpaMMbl TUCHIUTLTHHBI

AHHOTAIIAAA PABOYEN TPOT'PAMMBI JJUCIUILIUHBI

Lenb AMCHMIUIMHBL: TOTYyYEHHE OCHOBHBIX 3HAaHUH 00 MCIOJIB30BAHUU KPUIITOTPAYUIECKUX Me-
TOJIOB IS 3alllUThl HH(OPMALIMU MIPH €€ XpaHEeHUH, o0paboTKe M JAMCTAHIIMOHHOM Iepeaayde dJeK-
TPOHHBIX JAHHBIX.

3amayn: OBJIAJCHHUE CTYJIEHTAaMU OCHOBHBIMH KPHUNTOTpadUYeCKUMHU MOHATUSMHU, YMEHHUE CTY-
JICHTaMU: pellaTh TUIIOBbIE KPUNTOrpaduyueckre 3a1a4uu, BOCTpeOOBaHHBIE IPAKTUKOM; paboTaTh CO
CHelnuaibHOM KpunTorpadguyeckoil aurepaTtypoil 1 HOPMATUBHBIMU JOKYMEHTaMU; HCIOJIb30BaTh
HOJyYEeHHbIE 3HAHUS JUIS PeLICHHs IPUKIIAJAHBIX 33724 COBPEMEHHOMN KpurTorpaduu.

B pesynbraTe OCBOCHMS AUCHMILTUHBI O0YYAIOIIUICS TOJDKEH TEMOHCTPUPOBATH CIEAYIOIIUE
pe3yabTaThl 00pa30BaAHUS:

3HaTh:

MaTeMaTHYeCKHE MOJICITH KOAMPOBAHHUS CHCTEM HH(OpMAIHK;, HOPMATHBHO-IIPABOBBIE TPeOO-
BaHUs B obnactu pa3zpabotku u npumenenus CK3U; ocHOBHBIE MOIeH, METOBI U CPEACTBA KPUII-
TorpapuuecKkoi 3auuTsl THPOPMALUY;

YMeTs:

pelIaTh THIOBbIC KpunTorpadguueckre 3a1adu 3alnuThl HHPOPMAITUHU; PUMEHATh HH(OPMAIIH-
OHHBIE TEXHOJIOTUH JJIsl TOUCKa U 00paboTKK MHPOPMAIUH.

Bnanets:

HaBbIKaMU MOUCKA HYXHOW MH(OpMAaIK B HOPMATUBHBIX 0a3aX M UCTOYHUKAX; HABBIKAMU HC-
MOJIb30BAHUS TMOJI0KeHUu ctanmapToB B obmactu CK3U mpu pa3paboTke, HACTPOIKEe U IKCILTyaTa-
112078



